A Lesson In Crypto

For Two Radio Clubs

WIith One Goal

Clubs Combine Forces To Spice Up Member Activity

by Murray Green, K3BEQ, K3BEQ@arr|.net

National Cryptologic
Museum

reading of the minutes, going over old and new busi-

ness, complaints and, well, you know what | mean.
There are times when you simply have to get out of the club-
house and see how the other half of the world lives. And that
iswhere agood Activities Chairperson is so important, some-
one who can spice up member activity. In the case I’'m going
to relate, the spice turned out to be something different and a
little off the beaten track.

Radio club meetings can sometimes be repetitious; the

A Special Visit:
The National Cryptologic Museum

A distinct advantagetoresiding intheWashington D.C. met-
ropolitan areaisthe many excellent museums and other areas
of interest. No wonder the region is listed in the top 10 most
visited U.S. tourist attractions. The area also has many varied
amateur radio clubs, including full service, repeater-oriented,
DX, contesting, you nameit. Two of them, the Green Mountain
Repeater Association and the D.C. Metropolitan Amateur
Radio Club, decided to combine forces and tour one of the
many museums, with the stipulation that it be partially com-
munications oriented. The museum that was finally selected
was not even in existence 12 years ago; itsfuture exhibitswere
still classified.

But things change, and so it happened that the two clubs
mutually agreed to visit the National Cryptologic Museum,

The National Cryptologic Museum isthe
National Security Agency’s principal gateway
to the public. It sharesthe nation’s, as well

as NSA's, cryptologic legacy and placein
world history.

located near the headquarters of the National Security Agency,
Fort George G. Meade, Maryland, about 20 miles north of
Washington D.C. Some 50 club members attended, including
somewhowork at, or haveretired fromtheagency. Sosit back,
make yourselves comfortable, and follow in the footprints of
their tour through these photos. (Many thanks go to the
National Cryptologic M useumfor the photographsand accom-
panying captions.)

The National Cryptologic Museum isthe National Security
Agency’sprincipal gateway to the public. It sharesthenation’s,
aswell asNSA's, cryptologic legacy and place in world histo-

Army cryptologistsfirst went to thefield during World War |. Thissite
isa mock-up of the World War | Verdun intercept sitein France, built
by NSA craftsmen based on the two extant pictures of the original
shack. Although signal intelligencewasinitsinfancy, information was
gained from direction finding, radio intercept, and decryption, and
was used for tactical planning by the American Expeditionary Forces.
Just as American combat troops in the “ Great War” frequently had
tofight with foreign equipment, their i nter cept activitiesal sowerecon-
ducted with foreign equipment; in this case, the radios are of French
manufacture. (Courtesy National Cryptologic Museum)




During the early 1900s, the
Army operated from mobile as
well as fixed installations. The
museum displays a picture of a
mobile U.S. direction finding
truck, or “ tractor” inthetermi-
nology of the time. The truck
had a DF antenna, which was
turned by hand fromthe inside.
By measuring theangle of entry
and the skip of a signal coming
in and bouncing off the ionos-

ry. Located adjacent to NSA Head-
quarters, Ft. George G. Meade,
Maryland, the museum’s collection
contains thousands of artifacts that col-
lectively serve to sustain the history of
the cryptologic profession. Here, visi-
tors can catch a glimpse of some of the
most dramatic moments in the history
of American cryptol ogy, the peoplewho
devoted their lives to cryptology and
national defense, the machines and

phere, an operator could pinpoint the distance the radio wave had traveled—
rather advanced for 1918. (Courtesy National Cryptologic Museum)

This enciphering and deciphering device

devices they devel oped, the techniques
they used, and the places where they
worked. For the visitor, some eventsin
Americanandworld history will takeon
anew meaning. For thecryptologic pro-

was acquired fromWest Virginia by NSA
inthe early 1980s. It wasfirst thought to
have been a model of the “ Jefferson
cipher wheel,” socalled because Thomas
Jefferson described a similar device in
his writings. We believe it to be the old-
est extant deviceintheworld, but thecon-
nection with Jefferson is unproven. Such
devicesareknownto havebeen described
by writers as early as Francis Bacon in
1605 and may have been fairly common

fessional, it is an opportunity to absorb
the heritage of the profession.

Originally designed to house artifacts
from the agency and to give employeesa
placeto reflect on past successesand fail-
ures, the museum quickly devel oped into
apricelesscollection of thenation’scryp-
tologic history. It opened to the publicin
December 1993 and quickly became an
area highlight.

The first and only public museum

among the arcane “ black chambers” of

European governments. This cipher wheel was evidently for use with the French lan-
guage, which wasthewor|d’ sdiplomatic language up through World War |. How it came
to bein West Virginia is unknown. (Courtesy National Cryptologic Museum)
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Surrounded by complex machines, theexhibit on codetal ker sappears
out of place, but isactually a monument to the most complex machine
of all—the human mind. Lacking secure battlefield voice communi-
cations during the Great War, the Army employed Choctaws to
encrypt voice communications, using their native language, itself
encoded. The Army studied the program even before war was
declared in 1941, and during World War |1 employed Commanches,
Choctaws, Kiowas, Winnebagos, Seminoles, Navajos, Hopis,
Cherokees, and others. The Marine Corps took the Army work and
codified, expanded, refined, and perfected it into a true security dis-
cipline, using Navajos exclusively. In campaigns against the enemy
onmany fronts, the Native American Code Talkersnever madea mis-
take in transmission nor were their codes ever broken. (Courtesy
National Cryptologic Museum)

specifically related to the intelligence
community, it hosts approximately
50,000 visitors annualy from all over
the country and all over the world, giv-

On August 4, 1945, Soviet school children gave a carving of the
Great Seal of the United Sates to U.S. Ambassador Averill
Harriman. It hung in the ambassador’ sMoscow residential office
until 1952 when the State Department discovered that it was
“bugged.” The microphone hidden inside was passive and only
activated when the Sovietswanted it to be. They shot radio waves
froma van parked outsideinto the ambassador’ s office and could
then detect the changes of the microphone’ sdiaphragminsidethe
resonant cavity. When Soviets turned off the radio waves it was
virtually impossibleto detect the hidden “ bug.” The Sovietswere
ableto eavesdrop onthe U.S. ambassador’ s conver sationsfor six
years. Thereplica on display in the museumwas molded fromthe
original after it cameto NSA for testing. Theexhibit can beopened
toreveal a copy of the microphone and the resonant cavity inside.
(Courtesy National Cryptologic Museum)




ing them a peek into the secret world of code making and
code breaking.

Here you see just a brief glimpse of some of the museum’s
exhibits. Hopefully it will serve as an incentive for other clubs
and their activity chairpersonsto take acloselook at what facil-
itiesthey havein their local areas. They may be surprised at the

On exhibit in the museum are two Cray supercomputers. The XMP-24
on display is the upgrade of the original XMP-22, which was the first
supercomputer Cray ever delivered to a customer site. It wasin oper-
ation from 1983 to 1993 and was arguably the most powerful comput-
er inthe world when it was delivered. It used serial processing to con-
duct 420 million operations per second. The second generation Cray,
the YMP, replaced the older version in 1993. It had a 32-GB (32 hil-
lion bytes) memory capacity. In 1993 most personal computers held
only 16 million bytes. The YMP used vector processing, a very power -
ful form of overlapping, parallel processing, to conduct 2.67 billion
operationsper second. The YMP was decommissioned and went on dis-
play at the museum in 2000. NSA, with its partners in industry, con-
tinues to be a leader in research and development of computer tech-
nol ogies, pioneering thefrontier sof computer scienceand engineering.
To house and devel op these new systems, NSA has the world' s largest
supercomputing facility and the Special Processing Lab is located on

-«— jts campus. (Courtesy National Cryptologic Museum)

many interesting placestovisitthat arefreetothepublic. Indeed,
according to the American Association of Museums, there are
nearly 16,000 museums throughout the nation. Some 1,330 can
be searched by stateat http://icom.museum/vimp/ usa.html. Use
Internet search engines to search for others. Giveit atry. You
won't be disappointed.

I’d al'so encourage club officers and activity chairpersonsto
read the excellent ARRL Active Club Online Primer that cov-
ersvirtually every aspect of club organization and how to main-
tain member interest. It's a must-read and can be found at
http://www.arrl.org/FandES/fiel d/club/cpw/cpw.html . |

Some information in this article appeared in the November 2004 QST.




